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ABSTRAK
The development of information and communication technology and the shift in the student
work paradigm/labor market to direction Work hybrid (hybrid work) And use device personal
(Bring Your Own Device, BYOD has brought new challenges to the implementation of
Accounting Information Systems (AIS). This work model not only demands flexibility and
efficiency, but also data security, system integrity, and compliance to regulations, as well as
effectiveness control internal. Study This serve literature review systematic to study Which
published between 2020 until 2025 with focus on The design of AIS internal controls in the
context of hybrid work and BYOD. The methodology includes literature identification,
inclusion screening, and thematic analysis of key findings. The study results show that
element control internal Which most often recommended covering A formal and clear BYOD
policy, technical security controls (multifactor authentication, encryption, device
management, secure network usage), separation of duties and role-based authorization,
remote monitoring and auditing, user security training and awareness, and organizational
culture and leadership. main covering resistance users, limitations source Power IT, cost
implementation, lack of infrastructure, as well as the lack of long-term empirical research.
This article recommends best practices And direction study furthermore For strengthen

design control internal SIA in era Which constantly changing.

Keyword: System Information Accountancy; Control Internal; BYOD; Work Hybrid;
Security Data; Digital Audit; Security Policy
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INTRODUCTION

Development technology information And communication has bring change significant on
method Work organization. Since pandemic COVID-19, model Work distance Far And Work
Hybrids have become a strategic solution that has survived until now, because they have
been proven to provide time flexibility, efficiency cost operational, as well as support
productivity employee (Novita Widya et al., 2021). One widely adopted practice is Bring Your
Own Device (BYOD), which allows employees to use personal devices to access
organizational systems.

Despite their convenience, BYOD and hybrid work present new challenges for Accounting
Information Systems (AIS) management, particularly regarding data security, system
integrity, and the effectiveness of internal controls. Personal devices used by employees
often have varying security configurations, are vulnerable to malware, or are not regularly
updated, increasing the risk of data leaks and input errors in the AIS. Since the AIS is the
center for managing financial and operational information, failures in internal controls can
lead to reporting errors, misuse of assets, and even potential fraud that can harm the
organization.

Framework the most theoretical used For designing control internal control is the COSO
framework, which includes five main components: control environment, risk assessment,
control activities, information and communication, and monitoring (Tindage, Manurung &
Manuhutu, 2022). Components This still relevant For implemented in hybrid work and BYOD
contexts, although it requires adjustments to be effective in a digital environment.
Furthermore, the effectiveness of an AIS is greatly influenced by the quality of the system
itself, including reliability, ease of use, data security, and reporting accuracy. A study of
MSMEs in Sorong City showed that reporting accuracy was a dominant factor in improving
internal control effectiveness, while research at PT Pos Indonesia found that user
competence strengthened the role of internal controls such as double verification,
segregation of duties, and periodic audits (Rapina & Mustamin, 2024).

Research on BYOD policy compliance also reveals that psychological factors such as
perceived obligation, self-efficacy, And psychological ownership influence the level of
compliance with security policies, while organizational culture control is sometimes
insignificant (Palanisamy et al., 2023). The approach based on the theory of protection
motivation (Protection Motivation (Theory) Also used For explain How perception threats
and responses to controls influence employee behavior in complying with BYOD security

policies (Awang et al., 2024).

Thus, the design of SIA internal controls in the era of hybrid work and BYOD must combine

formal policies, advanced security technology, digital auditing and monitoring, separation task
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based role, as well as effort increase literacy security And a supportive organizational culture.
This comprehensive approach can minimize risk, maintain compliance, and ensure that the

AlS continues to support the organization's strategic objectives.

RESEARCH METHODOLOGY

This research uses a systematic literature review approach which aims to identify, evaluate,
and synthesize research findings related to control design. internal System Information
Accountancy (SIA) on era Work hybrid And BYOD. The process begins with a literature
search on various academic databases such as Scopus, Google Scholar, Indonesian national
journal portals, as well as conference proceedings and government policy documents. Which
relevant. Say key Which used covering “ BYOD security policy compliance ”, “ AlS internal
control effectiveness ”, “ hybrid work internal controls accounting information system”, and “
remote work internal audit ”.

The next stage is article screening using strict inclusion and exclusion criteria. Selected
articles were published between 2020 and 2025 and have undergone peer review. process
peer-reviewed, as well as own focus Which clear on control internal, BYOD policies, or
remote/hybrid work mechanisms in the context of AIS. Meanwhile, articles that only
discussed AIS in general without reviewing internal control aspects or without a hybrid/BYOD

work context were excluded from the review list.

After the relevant articles were collected, the researcher conducted full -text reading . And
analysis thematic For identify elements control internal The analysis then summarized the
issues discussed, emerging risks and challenges, and recommended best practices. The
analysis results were then synthesized by grouping the findings into key categories such as
technology controls, policies, human resource aspects, and organizational culture. During
this stage, more than 10 articles met the criteria and were analyzed, encompassing studies
from the public and private sectors, large and small organizations, and from various countries,

including Indonesia, Malaysia, and elsewhere.

This approach allows researchers to obtain a comprehensive picture of the design of AIS
internal controls in the era of hybrid work and BYOD, while also identifying research gaps

that can serve as recommendations for future research.
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RESULTS AND DISCUSSION

Results
Based on results analysis a number of article on table 1 as following :

No. Writer & Researc Research Key Relevance
Year h methods Findings to the Study
purposes
1. |Ahmadov Evaluating Studies Suggesting [ Become basic
(2023) security literature & |policy elements  of
BYOD in | organizational |implementatio BYOD
hybrid work | case studies n formal polic
environment BYOD, y in control
encryption,  [design
And  device
management
2. |Awang et al. Optimizing Mixed- Generating a |Provide
(2024) security method model hybrid technology
compliance approach design
BYOD which recommendati
combines ons to support
policies & [control SIA
technical
control
3. |Lawita (2020) | Analyzing the | Quantitative SIA Supporting the
influence SIA | survey improve the |importance of
on the effectiveness Sl
effectiveness of internal A integration
of internal control, with control
control especially in
detection
error
4. [Tindage et al| Assessing Survey & |AIS has a [Showing
(2022) implementati | regression test [significant relationship
on AIS in positive AIS with
MSMEs effect on control
control operational risk
effectivenes
s internal
5. Novita et al. Researching | Qualitative Adaptation  Hybri  Inspire
(2021) system analysis control must jaudit
transformatio be includes recommendati
n control in monitoring ons digital-
the era Work digital based
long distance
&
separation
online
assignments
6. |Coelho & Studies Digitalization |Relevan
Artati (2025) Analyzing the | literature & [of control tto
role studies case strengthen the need
application organization
Digital in detection AIS
fraud fraud &automation
prevention transparency
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7. |Romney & Explaining Book academic |Academic Breaking down
Steinbart the concept | text textbooks the
(2021) SI & its components
components SIA and its
relationship
with control
internal
8. |COSO (2017) | Providing a | Provide an |Framework [Five
framework internal control components of
internal framework COSO
control work become
standard
global control
internal
9. [Springer (2024)| Researching | Examining the |Organization [Psychological
Alwi et employee implementation [al  behavior [factors are
al. (2023) behavior of controls |studies influenced by
towards based access culture
BYOD policy | role in an
company d training
10. Alwi et al. Springer Examining the [Studies case |Role-based
(2023) implementation access control
of controls reduces the
based access risk of fraud
role in
IT company
11. Zhang et al. Data security | Global survey [Threat main |Protection
(2022) i : phishing & [recommendati
n remote leakage data |ons
work encryption
12. Miller & Chen| Zero trust Conceptual Recommend [Relevant
(2023) Security  for zero trust with mitigation
BYOD architecture  |risk
13. Primary & Policy Survey Many Evidence  of
Kusuma BYOD in the companies  |regulatory
(2021) company have not need
Have
policy formal
14 [Jensen et al. Audit cloud- | Studies empire [Cloud- Supports
(2024) based based real-time
audit monitoring
improve
accuracy
control
15. |Yuliana Compliance | Quantitative Compliance [Support
(2022) Employee on | survey ifliteracy
IT control ncreases program
If There is
regular
training
()
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16. Budianto et. al Risk privacy | Literature Privacy Need  policy
(2023) in BYOD review Employees |ethical &
are often transparent
threatened
with
monitoring
excessive
17. |Garcia & Lee Hybrid week | Survey Productivity  |Relationship
(2021) productivity increases If between
control control
IT Good And
performance
18. Judge (2024) Control Conceptual Al helps [Relevant to
Risk T in detect data [continuous
hybrid anomalies audit
19. |Okafor et al. IT risk | Case study Risk Become a
(2022) management management recommendati
in hybrid work must on
be dynamic & [risk framework
adaptive
20. Sutrisno & BYOD Experiment Network Technology
Farida network segmentation (control basis
(2023) security reduce the
risk of attack
21. Li & Ahmed SIA Literature Cloud SIA  Relevant to
Sustainabilit Sustainability | analysis supports work
y based SIA cloud-based flexibility &
cloud (2025) compliance
22. [Singh & Cyber Industry survey [Need plan Become
Patel (2023) resilience for digital resilient design
SIA disaster recommendati
recovery ons
Discussion

Results study literature show that design control internal System Accounting Information
Systems (AIS) in the era of hybrid work and BYOD requires an integrative approach that
combines organizational policies, technology, work culture, and business continuity plans. A
review of more than 20 research articles consistently found that companies implementing
formal BYOD policies have lower security risks (Ahmadov, 2023; Pratama & Kusuma, 2021).
These policies include rules for personal device use, encryption mechanisms, and structured
incident reporting procedures. This aligns with the findings of Budiarto et al. (2023), which
highlight the importance of protecting employee privacy to prevent excessive company
monitoring.

In addition to policy aspects, recent research emphasizes the importance of implementing
advanced control technologies such as mobile device management (MDM), role-based
access control (RBAC), and network segmentation (Awang et al., 2024; Alwi et al., 2023;
Sutrisno & Farida, 2023). technology This proven increase effectiveness control internal And

Reducing the risk of data breaches. The concept of zero trust security is also beginning to be
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adopted as a new security architecture, ensuring that every data access is rigorously validated
without fully trusting the internal network (Miller & Chen, 2023).

Continuous monitoring and cloud-based auditing are also an important part of the design.
control SIA modern. Novita et al. (2021) And Jensen et al. (2024) find Real-time monitoring can
detect anomalies before they cause significant losses. The integration of artificial intelligence
(Al) technology further strengthens the system's ability to detect fraudulent patterns and
unusual transactions (Hakim, 2024). This allows companies to respond to threats more quickly
and minimize the impact on operations.

The human factor remains crucial. Cybersecurity training and digital literacy have been shown
to increase employee compliance with security policies (Springer, 2024; Yuliana, 2022).
Research by Garcia & Lee (2021) shows that hybrid work productivity can be enhanced if
technology controls are supported by a collaborative and communicative organizational
culture. Therefore, behavioral aspects and internal communication cannot be ignored in
internal control design.

Finally, organizational resilience also needs to be addressed through digital disaster recovery
plans and cloud-based data backup systems (Li & Ahmed, 2025; Singh & Patel, 2023). This
ensures operational continuity even in the event of disruptions, such as ransomware attacks

or IT infrastructure failures.

By synthesizing findings from various studies, it can be concluded that the ideal AlS internal
control design in the era of hybrid work and BYOD should encompass five key aspects: clear
formal policies, advanced technology controls, continuous monitoring, strengthening human
resources, and operational resilience. This comprehensive approach will minimize security

risks, improve the reliability of financial reporting, and maintain company productivity.
CONCLUSION AND SUGGESTIONS

A literature review analyzing more than twenty recent studies on the design of internal
controls for Accounting Information Systems (AIS) in the era of hybrid work and the
implementation of the Bring Your Own Device (BYOD) concept demonstrates the
need for organizations to adopt an integrated, layered, and sustainable approach.
Hybrid work models and the use of personal devices pose new challenges to data
security, control effectiveness, and business sustainability. Therefore, internal control
design can no longer rely solely on traditional procedures but must combine formal
policies, advanced technology, organizational culture, and real-time monitoring
mechanisms.

A formal BYOD policy is an essential foundation for ensuring uniformity of rules
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among employees. This policy should include device registration procedures,
mandatory encryption, incident reporting mechanisms, and user privacy protections.
Studies previously confirm that company Which own policy Clear BYOD tends to have
lower data breach rates and higher employee compliance rates.

In addition to policy, strengthening technological controls is a crucial aspect.
Implementation of mobile device management (MDM), role-based access control
(RBAC), data encryption, network segmentation, and architecture security zero trust
has proven capable lower risk access No legitimate and improve the reliability of the
AIS. The use of cloud-based technology enables companies to monitor and supervise
transactions in real time, while the use of artificial intelligence (Al) can help
automatically detect suspicious transaction patterns and anomalies.

Aspect man Also hold role important in success control internal training security cyber,
socialization policy in a way sustainable, as well as development culture of compliance
become factor determinant so that policy And technology can implemented effectively.
Research shows that employee compliance levels increase when companies give
education And communication Which consistent about importance maintain
information security.

In addition, operational resilience ( organizational resilience ) needs to be considered
to ensure sustainability activity business. Plan recovery disaster ( disaster recovery
plan ) Cloud-based data backup systems enable companies to quickly recover from
disruptions, whether cyberattacks or technology infrastructure disruptions. This
minimizes the risk of downtime that could disrupt business processes.

Overall findings This leading on conclusion that design control An effective internal
SIA in the era of hybrid work and BYOD must include five main pillars, namely: (1)
the formulation of clear and ethical formal policies, (2) the implementation of layered
and data-based technology controls, and (3) the implementation of data-based and
layered technology controls. risk, (3) monitoring And audit sustainable Which utilise
technology digital, (4) strengthening culture organization and resource capabilities
Power man, as well as (5) business resilience strategy through a structured disaster
recovery plan.

With approach Which comprehensive This, organization No only can reduce Not only
can it mitigate security risks and errors in financial reporting, but it can also maintain
productivity, improve accountability, and build stakeholder confidence in the integrity

of the data being managed. Adaptive and long-term-oriented internal control design
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will help organizations remain competitive in the face of the complexities of an ever-
changing work environment, while strengthening governance and business

sustainability .

Based on the literature review and synthesis of research findings, several
recommendations can be offered to practitioners, company management, and future
researchers. First, practitioners and company management are advised to
immediately develop and implement a comprehensive BYOD policy, accompanied by
regular outreach to all employees. this should include safety standards minimum
device requirements use application official company, as well as procedure reporting
incident security. In addition That, company need invest source Power on technology
control such as mobile device management , multi-factor authentication, network
segmentation, and monitoring mechanisms activity in a way real-time. Implementation
architecture zero trust become step strategic to ensure that every access is validated
without exception, so that the risk of data leakage can be minimized.

Companies also need to build an information security culture by providing training .
And workshop in a way periodically so that employee understand role they in maintain
security data. Education This can associated with incentive compliance, so that
employee more motivated to comply with applicable security policies. Furthermore, it
is crucial for companies to develop a clear disaster recovery plan, including
procedures for data recovery and business process continuity in the event of a
cyberattack or system failure .

Second, for future researchers, it is recommended to conduct empirical research that
measures effectiveness implementation control internal SIA in various sector industry.
Quantitative research using structural equation modeling can test the relationship
between BYOD policies, employee security literacy, and AIS performance. In
addition, this research experimental can done For test effectiveness technology
control new technologies such as Al and blockchain in detecting fraud or data leaks
in real-time.

Researchers can also expand the study to an international context to compare
differences in internal control policies and practices between countries. This will
provide insights into outlook Which more rich about How regulations, culture
organization, And The level of technology adoption influences the design of internal
controls in the hybrid work era.
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